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ȸȴȵ əɉɖɔɍɡ Ɋɑɥ ɇɆɓɐɔɒɆɘɔɈ
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ȴɕɆɗɓɔɗɘɎ Ɋɑɥ ɎɓɚɔɖɒɆɜɎɔɓɓɔɏ ɗɖɋɊɡ ɐɔɒɕɆɓɎɎ

ȺɎɓɆɓɗɔɈɡɏ Ɏ ɖɋɕəɘɆɜɎɔɓɓɡɏ əɟɋɖɇ

ɿʣʦʥʘʤʝʨʝʥʥʳʝ 

ʜʝʡʩʪʚʠʷ 

ʠʥʩʘʡʜʝʨʦʚ

www.safensoft.r u

ʅʘʧʨʘʚʣʝʥʥʳʝ 

ʘʪʘʢʠ 

ʥʘ ʋʉ

ʠ ʢʦʨʧʦʨʘʪʠʚʥʫʶ

ʩʝʪʴ

ɺʨʝʜʦʥʦʩʥʳʝ

ʧʨʦʛʨʘʤʤʳ



ȷɕɖɆɈɐɆ ɔ ɐɔɒɕɆɓɎɎ

ȰɔɒɕɆɓɎɥSafenSoft (ɔɗɓɔɈɆɓɆɈ 2006 ɉ.) - ɖɔɗɗɎɏɗɐɎɏ
ɖɆɍɖɆɇɔɘɝɎɐɈɡɗɔɐɔɘɋɛɓɔɑɔɉɎɝɓɡɛɗɖɋɊɗɘɈɎɓɚɔɖɒɆɜɎɔɓɓɔɏ
ɇɋɍɔɕɆɗɓɔɗɘɎɊɑɥɇɎɍɓɋɗɆ,ɗɎɗɘɋɒȪȧȴ,ɇɆɓɐɔɒɆɘɔɈ
Ɏ ɕɑɆɘɦɌɓɡɛɘɋɖɒɎɓɆɑɔɈ,ɆɈɘɔɒɆɘɎɍɎɖɔɈɆɓɓɡɛɗɎɗɘɋɒ
əɕɖɆɈɑɋɓɎɥɕɖɔɎɍɈɔɊɗɘɈɋɓɓɡɒɎɕɖɔɜɋɗɗɆɒɎɆɘɆɐɌɋɊɔɒɆɞɓɎɛ
ɐɔɒɕɢɤɘɋɖɔɈ.

SafenSoft ɥɈɑɥɋɘɗɥɝɑɋɓɔɒɒɋɌɊəɓɆɖɔɊɓɡɛɔɖɉɆɓɎɍɆɜɎɏ
ɎɐɔɒɎɗɗɎɏ,ɖɆɍɖɆɇɆɘɡɈɆɤɟɎɛɖɋɐɔɒɋɓɊɆɜɎɎɕɔɇɋɍɔɕɆɗɓɔɗɘɎ
ɎɓɊəɗɘɖɎɎɕɑɆɘɋɌɓɡɛɐɆɖɘɎɇɆɓɐɔɒɆɘɔɈ:

× PCI Security Council (ȷɔɈɋɘɆ ɕɔ ȶɆɍɖɆɇɔɘɐɋ ȷɘɆɓɊɆɖɘɔɈ 
ȧɋɍɔɕɆɗɓɔɗɘɎ ȮɓɊəɗɘɖɎɎ ȵɑɆɘɋɌɓɡɛ ȰɆɖɘ)

× ATMIA Security Best Practices ȷommittee (ȰɔɒɎɗɗɎɎ 
ȶɋɐɔɒɋɓɊɆɜɎɏ ɕɔ ȧɋɍɔɕɆɗɓɔɗɘɎ ȦɗɗɔɜɎɆɜɎɎ ȵɖɔɎɍɈɔɊɎɘɋɑɋɏ 
ȧɆɓɐɔɒɆɘɔɈ)

ȪɋɥɘɋɑɢɓɔɗɘɢɐɔɒɕɆɓɎɎɑɎɜɋɓɍɎɖɔɈɆɓɆȺȷȸɃȰȶɔɗɗɎɎɎȺȷȧ

ȶɔɗɗɎɎ, Ɏ ɗɕɔɗɔɇɗɘɈəɋɘɗɔɔɘɈɋɘɗɘɈɎɤɘɖɋɇɔɈɆɓɎɥɒ
ȼɋɓɘɖɔɇɆɓɐɆȶɔɗɗɎɎɐɎɓɚɔɖɒɆɜɎɔɓɓɔɏɇɋɍɔɕɆɗɓɔɗɘɎ
ɈɇɆɓɐɆɛ.

www.safensoft.r u



ȵɖɔɊəɐɘ

SafenSoft TPSecure
ʉʦʟʜʘʥ ʩʧʝʮʠʘʣʴʥʦ ʜʣʷ ʙʘʥʢʦʤʘʪʦʚ, ʢʠʦʩʢʦʚ 

ʠ ʫʩʪʨʦʡʩʪʚ ʩʘʤʦʦʙʩʣʫʞʠʚʘʥʠʷ

SafenSoft TPSecure ʟʘʱʠʱʘʝʪ

ʙʘʥʢʦʤʘʪʳ, POS-ʪʝʨʤʠʥʘʣʳ,

ʢʠʦʩʢʠʠ ʜʨʫʛʠʝʫʩʪʨʦʡʩʪʚʘ

ʩʘʤʦʦʙʩʣʫʞʠʚʘʥʠʷʦʪ

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦʜʦʩʪʫʧʘ

ʢ ʜʘʥʥʳʤʠ ʠʟʤʝʥʝʥʠʷʤʚ

ʧʨʦʛʨʘʤʤʥʦʤʦʙʝʩʧʝʯʝʥʠʠʩʦ

ʩʪʦʨʦʥʳʩʝʨʚʠʩʥʦʛʦʧʝʨʩʦʥʘʣʘ

ʠʣʠʭʘʢʝʨʦʚ.
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ȷɖɆɈɓɋɓɎɋ ɆɓɘɎɈɎɖəɗɆ Ɏ SafenSoft TPSecure

ɸʥʪʠʚʠʨʫʩSafenSoft 

TPSecure

1. ɿʘʱʠʪʘ ʦʪ ʠʟʚʝʩʪʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʩʩᶸ ᶸ

2. ɿʘʱʠʪʘ ʦʪ ʘʪʘʢ 0-ʜʥʷ ʍᴜ ᶸ

3. ɿʘʱʠʪʘ ʦʪ ʮʝʣʝʚʳʭ ʘʪʘʢ ʍ ᶸ

4. ʅʠʟʢʘʷ ʨʝʩʫʨʩʦʝʤʢʦʩʪʴ ʍ ᶸ

5. ʈʘʙʦʪʘ ʥʘ ʫʨʝʟʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʷʭ ʇʆʍ ᶸ

6. ʈʘʙʦʪʘ ʥʘ ʪʦʥʢʠʭ ʢʘʥʘʣʘʭ ʩʚʷʟʠʍ ᶸ

7. ʈʘʙʦʪʘ ʙʝʟ ʧʦʩʪʦʷʥʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʢ 

ʠʥʪʝʨʥʝʪ
ʍ ᶸ

8. ɿʘʱʠʪʘ ʦʪ ʧʦʜʢʣʶʯʝʥʠʷ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚʍ ᶸ

9. ʉʧʝʮʠʘʣʠʟʘʮʠʷ ʍ ᶸ

10. ɿʘʱʠʪʘ çʦʪ ʜʫʨʘʢʘè ʍ ᶸ

11. ʇʨʠʥʮʠʧ çʋʩʪʘʥʦʚʠʣ ʠ ʨʘʙʦʪʘʝʪè ʍ ᶸ

www.safensoft.r u



ȷɔɈɒɋɗɘɎɒɔɗɘɢ ɗ ɇɆɓɐɔɒɆɘɆɒɎ ɈɋɊəɟɎɛ ɈɋɓɊɔɖɔɈ

SafenSoft TPSecure ʨʘʙʦʪʘʝʪ ʥʘ 

ʫʩʪʨʦʡʩʪʚʘʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ MicrosoftÈ 

Windows

www.safensoft.r u



ɸʥʪʠʚʠʨʫʩ

ɸʥʪʠʚʠʨʫʩ

ɸʥʪʠʚʠʨʫʩ

ȭɆɟɎɘɆ ȦȸȲ Ɉ ɇɆɓɐɔɈɗɐɔɏ Ȯȸ-ɎɓɚɖɆɗɘɖəɐɘəɖɋ

ɹʘʥʢ

ȷɎɗɘɋɒɆ
ɍɆɟɎɘɡ

ATM

ATM

ATM

ȷɋɖɈɋɖ ɔɇɓɔɈɑɋɓɎɏ

ȶɋɉəɑɥɖɓɡɋ ɆɈɘɔɒɆɘɎɝɋɗɐɎɋ 
ɔɇɓɔɈɑɋɓɎɥ
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ȷɆɒɔɋ ɣɚɚɋɐɘɎɈɓɔɋ ɐɔɒɕɑɋɐɗɓɔɋ ɖɋɞɋɓɎɋ 
Ɋɑɥ ɇɆɓɐɔɒɆɘɆ

Åʃʫʯʰʝʝ ʩʦʯʝʪʘʥʠʝ 

ʧʨʦʘʢʪʠʚʥʦʡ ʠ ʘʥʪʠʚʠʨʫʩʥʦʡ 

ʟʘʱʠʪʳ

Åʉʘʤʦʝ ʧʦʧʫʣʷʨʥʦʝ ʠ 

ʚʦʩʪʨʝʙʦʚʘʥʥʦʝ ʨʝʰʝʥʠʝ

Åʅʘʠʙʦʣʝʝ ʧʦʣʥʦʮʝʥʥʘʷ ʟʘʱʠʪʘ 

ʇʆ ʙʘʥʢʦʤʘʪʘ

ɸʥʪʠʚʠʨʫʩʳ ʦʪʜʝʣʴʥʦ ïʧʨʦʩʪʦ ʘʥʪʠʚʠʨʫʩʳé

www.safensoft.r u
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ȰɔɑɎɝɋɗɘɈɋɓɓɡɋ ɕɔɐɆɍɆɘɋɑɎ

www.safensoft.r u

SafenSoft TPSecure ʫʩʪʘʥʦʚʣʝʥʥʘʙʦʣʝʝʯʝʤ100 000
ʙʘʥʢʦʤʘʪʦʚ,POS-ʪʝʨʤʠʥʘʣʦʚʠʢʠʦʩʢʦʚʧʦʈʦʩʩʠʠʠʚʩʝʤʫʤʠʨʫ



ȺɎɑɔɗɔɚɎɥ ɕɖɔɊəɐɘɆ

ʌʠʣʦʩʦʬʠʷ SafenSoft TPSecure ï

ʩʦʭʨʘʥʝʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ ʇʆ ʙʘʥʢʦʤʘʪʘ

ʉʦʟʜʘʪʴ ʧʨʦʜʫʢʪ ʩʧʝʮʠʘʣʴʥʦ ʜʣʷ ʙʘʥʢʦʤʘʪʦʚ

ʇʨʝʜʦʪʚʨʘʪʠʪʴ ʣʶʙʳʝ ʧʦʧʳʪʢʠ ʠʟʤʝʥʠʪʴ ʇʆ

ʂʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʢ ʇʆ ʙʘʥʢʦʤʘʪʘ

ʉʦʭʨʘʥʠʪʴ ʚʩʶ ʩʠʩʪʝʤʫ ʚ ʟʘʚʝʜʦʤʦ ʠʩʧʨʘʚʥʦʤ 

ʩʦʩʪʦʷʥʠʠ

www.safensoft.r u



ȴɗɓɔɈɓɔɏ ɚɆɐɘɔɖ əɗɕɋɛɆ

Organization of the safe software 

environment 

is the basic factor of success

1 ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʇʆ

2 ʇʨʠʤʝʥʝʥʠʝ ʧʦʚʝʜʝʥʯʝʩʢʠʭ 

ʘʥʘʣʠʟʘʪʦʨʦʚ

3 ʀʟʦʣʠʨʦʚʘʥʠʝ ʦʪʜʝʣʴʥʳʭ 

ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʮʝʩʩʦʚ ʚ ʩʠʩʪʝʤʝ

4 ʂʦʥʪʨʦʣʴ ʧʦʜʢʣʶʯʘʝʤʳʭ 

ʫʩʪʨʦʡʩʪʚ

5 ʇʨʠʤʝʥʝʥʠʝ ɹʝʣʳʭ ʩʧʠʩʢʦʚ 

ʧʨʠʣʦʞʝʥʠʡ

ʆʨʛʘʥʠʟʘʮʠʷ ʙʝʟʦʧʘʩʥʦʡ 

ʧʨʦʛʨʘʤʤʥʦʡ ʩʨʝʜʳ ïʦʩʥʦʚʥʦʡ 

ʬʘʢʪʦʨ ʫʩʧʝʭʘ ʧʨʦʜʫʢʪʘ

www.safensoft.r u



ȵɖɎɓɜɎɕ ɖɆɇɔɘɡ

SafenSoft TPSecure ʦʩʫʱʝʩʪʚʣʷʝʪ

ʢʦʥʪʨʦʣʴʟʘʧʫʩʢʘʠ ʘʢʪʠʚʥʦʩʪʠ

ʧʨʠʣʦʞʝʥʠʡ,ʪʝʤ ʩʘʤʳʤ

ʦʙʝʩʧʝʯʠʚʘʝʪʮʝʣʦʩʪʥʦʩʪʴʇʆ ʚ

ʧʨʦʮʝʩʩʝʨʘʙʦʪʠr ʩʦʭʨʘʥʝʥʠʝ

ʩʠʩʪʝʤʳʚ ʧʦʩʣʝʜʥʝʤʟʘʚʝʜʦʤʦ

ʠʩʧʨʘʚʥʦʤʩʦʩʪʦʷʥʠʠ.

ɹʣʘʛʦʜʘʨʷɻʪʦʤʫ,SafenSoft

TPSecure ʥʘʜʝʞʥʦʟʘʱʠʱʘʝʪ

ʩʠʩʪʝʤʫʦʪʚʩʝʭʚʠʜʦʚʚʨʝʜʦʥʦʩʥʦʛʦ

ʇʆʠʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦʜʦʩʪʫʧʘ

ʢ ʜʘʥʥʳʤʙʝʟʥʝʦʙʭʦʜʠʤʦʩʪʠ

ʦʙʥʦʚʣʝʥʠʡ.

www.safensoft.r u



ȴɗɔɇɋɓɓɔɗɘɢ əɗɘɆɓɔɈɐɎ ȵȴ ɓɆ ɇɆɓɐɔɒɆɘ, ɐɆɐ ɓɆ 
ɗɆɒɔɗɘɔɥɘɋɑɢɓɡɏ ɔɇɠɋɐɘ

ʇʨʦʚʝʨʢʘ ʣʝʛʠʪʠʤʥʦʩʪʠ ʇʆ ʥʘ 

ʙʘʥʢʦʤʘʪʝ ʧʦ ʤʝʪʦʜʘʤ ʦʧʨʝʜʝʣʝʥʠʷ:

Å ʀʩʧʦʣʴʟʦʚʘʥʠʷ ʛʠʙʢʠʭ ʧʨʘʚʠʣ ʥʘ ʜʦʩʪʫʧ ʢ 

ʦʧʨʝʜʝʣʝʥʥʳʤ ʜʠʨʝʢʪʦʨʠʷʤ ʠ ʬʘʡʣʘʤ, 

ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʥʝʦʙʭʦʜʠʤʳʤ ʜʣʷ ʵʪʦʛʦ 

ʧʨʠʣʦʞʝʥʠʷʤ

Å ʎʠʬʨʦʚʳʭ ʧʦʜʧʠʩʝʡ ʧʨʦʠʟʚʦʜʠʪʝʣʷ, ʠʣʠ 

ʩʘʤʦʛʦ ʙʘʥʢʘ

Å ʀʩʧʦʣʴʟʦʚʘʥʠʷ ʙʝʣʳʭ ʩʧʠʩʢʦʚ, ʢʘʢ USB 

ʥʦʩʠʪʝʣʝʡ, ʪʘʢ ʠ ʧʦʨʪʦʚ I/O

Å ɿʘʱʠʪʳ ʦʪ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʜʝʡʩʪʚʠʡ ʩʦ 

ʩʪʦʨʦʥʳ ʩʦʪʨʫʜʥʠʢʘ , ʦʙʩʣʫʞʠʚʘʶʱʝʛʦ 

ʙʘʥʢʦʤʘʪ

Å ʇʦʣʥʦʛʦ ʣʦʛʠʨʦʚʘʥʠʷ ʚʩʝʭ ʜʝʡʩʪʚʠʡ ʥʘ ʋʉ 

ʠ ʧʝʨʝʜʘʯʠ ʚ ʩʠʩʪʝʤʫ ʤʦʥʠʪʦʨʠʥʛʘ

www.safensoft.r u



ȮɓɘɋɉɖɆɜɎɥ ɗ ɕɖɎɑɔɌɋɓɎɥɒɎ

ʂʦʥʪʨʦʣʴ 

ʩʦʜʝʨʞʠʤʦʛʦ 

ʧʨʠʣʦʞʝʥʠʡ

ʂʦʥʪʨʦʣʴ ʟʘ ʠʟʤʝʥʝʥʠʝʤ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʜʘ 

ʛʘʨʘʥʪʠʨʫʝʪ, ʯʪʦ 

ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʤʦʛʫʪ 

ʙʳʪʴ ʟʘʧʫʱʝʥʳ, ʝʩʣʠ 

ʠʩʧʦʣʥʷʝʤʳʡ ʢʦʜ ʙʳʣ 

ʠʟʤʝʥʝʥ
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